Mr. Chairman, Senator Hallings, and other Members of the Subcommitteg, | want to thenk you
for this opportunity to testify on the recent Internet Adenid of servicel attacks and the federd response
to theseincidents, with a particular focus on the chdllenges facing the Department of Justiceinitsfight
agang cyberaime. At atime where new technologies abound and our sodiety becomes increesingly
reiant on computer networks and thus vulnerable to cybercrime, we look forward to working with
Congressto ensure that law enforcement, in cooperation with the private sector, can play an
gopropriate and criticd rolein protecting the wel-bang of Americans while a o respecting fundamenta
notions of individud privacy thet we hold deer in this country.

Comments on the Recent Attacks

| would be happy to address your questions on the recent attacks, to the extent | can do 0
without compromising our investigetion. At thispoint, | would Smply say that we are taking the atacks
vay sioudy and that we will do everything in our power to identify those responsible and bring them
tojudice. In addition to the maicious disuption of legitimate commerce, So-cdled Adenid of sarvicdl
atacksinvalve the unlavful intruson into an unknown number of computers, which arein turn used to
launch atacks on the eventud target computer, in this case the computers of Y ahoo, eBay, and others.
Thus, the number of victimsin these types of cases can be subgantid, and the collective loss and codt to
respond to these atacks can run into the tens of millions of dollarsB or more.

Overview of Invedtigative Effortsand Coordination

Computer crimeinvestigatorsin anumber of FBI fidd offices and invedigators from other
agendes are investigaing these tacks. They are coordinating informeation with the Nationd
Infrastructure Protection Center (NIPC) of the FBI. The agents are dso working dlosdy with our
network of specidly trained computer crime prosecutors who are available 24 hours aday/7 daysa
week to provide legd advice and obtain whatever court orders are necessary. Attorneysfrom the
Crimind Divisorrs Computer Crime and Intdlectud Property Section (CCIPS) are coordinating with
the Assgant United Stiates Attorneysin thefidd. We are dso abtaining informetion from victim
companies and security experts, who, like many in the Internet community, condemn these recent



atacks. We are dso working dosdy with our counterpartsin other nations. | am proud of the efforts
being made in this case, induding the assgance we are recaiving from anumber of federd agendies
The Emergence of Cybercrime

It isworth remembering that just ten years ago, the Internet was largdy unknown and
unavalableto the average person. There was no e-commerce, no e-Bay, no amazon-dot-com. At that
time, the Internet was a callection of military, academic, and research networks srving asmal
community of trused usars That world ishigory. The far-reeching, ever-expanding, and ever more
ragpid advances in computer and oftware technology over the lagt ten years have combined with the
explogve growth of the Internet to change the world forever. For the most part, the Internet and other
technologies are providing wonderful benefitsto our sodety B from providing new, high-wage jobsto
our economy, to expanding educationd opportunities, improving hedth care, and dlowing family and
friends to keep in touch in ways that were Smply impossible a decade ago.

Unfortunatdy, these wonderful technologies aso provide new opportunities for ariminds
Onlinecimeisrapidy increesing. We are seaing more "pure’ computer crimes thet is cimeswhere
the computer is used as awegpon to attack other computers, aswe saw in the digtributed denid of
srvice atacks | just gpoke about, and in the soreed of mdicious code, like viruses: Our vulnerahility to
thistype of aimeisagonishingly high B it was only this past December thet a defendant admitted, when
he pled guilty in federa and gate court to creating and rdleesing the Mdissavirus, that he caused over
80 million ddllarsin damage. These crimes dso indude computer intrusons designed to obtain
information of the most sengtive sort B such as crediit cards, companies trade secrets, or individuaks
private information.

These aimes nat only affect our financid well-being and our privecy; they dso thresten our
nations criticd infrastructure. Our banking system, the sock market, the dectricity and water supply,
tdlecommunications neworks, and critical government services, such as emergency and nationd defense
sarvices dl rdy on computer networks. For ared-world terrorigt to blow up adam, he would need
tons of explogves, addivery sysem, and a surreptitious means of evading armed security guards. For
acybetarorig, the same devadating result could be achieved by hacking into the control network and



commanding the computer to open the floodgates.

We are dso seeing amigraion of "treditiond” arimesB induding threets, child pornography,
fraud, gambling, and extortion B from the physicd to the onlineworld. When these crimes are carried
out online, perpetrators often find that the can reach more victims quickly and quite easily, turning what
were once "locd" scamsinto crimestha crossinterdate and internationd borders. Computersand
computer networks provide a chegp and powerful means of communications, and criminasteke
advantage of thisjust like everyone dse. In addition, sophisticated criminas can reedily usethe easy
anonymity that the Internet providesto hide their crimes.

Challengesof Cybercrime

The Internet and computers have brought tremendous benefits to our society, induding greater
freedom of expresson and economic growth. But we must aso recognize thet as aresult of our
society=sincreasing rdiance on technology, investigators and prosecutors & dl levelsB internationd,
federd, sate, and locd B are encountering unique chdlenges These chdlenges genegrdly can be
divided into three categories

1) Technicd chdlengesthat hinder law enforcement:=s ahility to find and prosecute criminas

operating onling

2) Legd chdlenges resulting from laws and legd tools needed to investigate cybercrime
lagging behind technologicd, structurd, and sodid chenges; and

3) Resource chdlenges to ensure we have satified aritica investigative and prosecutoria
nesds & dl leves of government.

Before| discuss each of these chdlenges let me say thet we recognize that we in government
will not be adleto solve dl of these problems In fact, we believe srongly that the private sector should

teke the lead in protecting private computer networks, through more vigilant security efforts, information

sharing, and, where gppropriate, cooperation with government agencies. The private sector hasthe

resources, the technical ability, and the trained personnd to ensure thet, as technology continues to
develop and change rapidly, the Internet isa safer place for dl of us. The private sector can and should
take the leed on improving security practices and the development of amore secure Internet



infragtructure.

However, even assuming that private sector, and the broader Internet community asawhole,
take Sepsto provide a safe, secure, and vibrant Internet, there will be instlances where the practices and
safeguardsfail. Crimindsrob banks even though banks use numerous security messures. In such
casss, law enforcement must be prepared and equipped to investigate and prosecute cybercrimingsin
order to gop thar crimind activity, to punish them, and to deter athers who might follow the same path.
Thisisthe reason that it is S0 important thet we work together to address the chalenges | am about to
discuss

Technical Challenges

When ahecker diguptsair traffic control a alocd arport, when achild pornogrgpher sends
computer files when acyberddker sends a threastening email to a public school or aloca church, or
when credit card numbers are solen from a.company engaged in e-commerce, investigators mudt locate
the source of the communication. Everything on the Internet is communications, from an e-mail toan
dectronic heid. Finding an dectronic aimind meansthat law enforcament must determinewho is
responsble for sending an dectronic threet or initiaing an dectronic robbery. To accomplish this law
enforcement mud in nearly every casetrace the "dectronic trall” leading from the victim beck to the
perpetrator.

Tracking acrimind onlineisnot necessarily an impossible task, as demondrated lagt year when
federd and Sate law enforcement agencies were adleto track down the cregtor of the Mdissavirusand
theindividual who created afdse Bloomburg News Service webGte in order to drive up the stock price
of PairGain, atdecommunications compary in Cdifornia In both cases, technology enabled usto find
the individuals who were engaging in aimind activity.

Unfortunately, despite our successesin the Mdissaand ParGain cases, we dill face agnificant
chdlenges as online ariminas become more sophisticated, often wearing the equivaent of Internet
dectronic glovesto hide their fingerprints and their identity .

It doesr¥t take amagter hacker to disgppear on anetwork. Ironicaly, whilethe publicis
judtifigly worried about protecting the legitimate dectronic privacy of individuas who use neworks a



cimind usng tools and other information eedly availadle over the Internet can operate in dmogt perfect
anonymity. By weaving hisor her communications through a sries of anonymous remallers; by cregting
afew forged e-mail heeders with powerful, point-and-dlick todls reedily downloadable from many
hecker web sites; or by using aAfree-trid@ acoount or two, ahacker, online pornographer, or
web-basad fraud artist can often effectivdy hide thetrall of his or her communications

Aswe congder the chalenge crested by anonymity, we must aso recognize thet there are
legitimate reasons to dlow anonymity in communications neworks A whidleblower, aresgance
fighter in Kosovo, a battered womarks support group - dl of these individuas may underdandably wish
to usethe Internet and other new technologies to communicate with others without reveding thar
identities.

In addition to problems rdated to the anonymous nature of the Internet, we are being chdlenged
to invedigate and prosecute crimindsin an internationd arenas The Internet isaglobd medium thet
does nat recognize physica and jurisdictiond boundaries. A crimindl no longer nesdsto be a the actud
cene of the aimeto prey on hisor her victims. Asaresult, acomputer srver running aweb pege
designed to defraud U.S. senior ditizens might be located in Europe or Ada A child pornogrgpher may
digtribute photographs or videos via e-mail, sending the e-mails through the communications neworks
of severd countries before they reach thar intended recipients. With more than 190 Internet-connected
countries in the world, the coordination chalenges facing law enforcement aretremendous. And any
dday in aninvedigation is ariticd, asaaimingkstral might, in certain drcumstances, end assoon ashe
or she disconnects from the Interet.

Likewise, evidence of acrime can be sored a aremate location, ether for the purpose of
conceding the crime from law enforcement and others, or Smply because of the design of the network.
In cartain drcumstances, the fact that the evidence is sored and held by athird party, such asan
internet sarvice provider, might be hdpful to law enforcement agenaes who might be able to use lawful
processto get thet information. However, goring information remotely can dso cregie achdlengeto
law enforcement, which camoat ignore the red-world limits of locd, Sate, and nationd soveragnty and
jurigdiction. Obtaining information from foreign countries, especidly on an expedited beds canbea



daunting task, espeddly when acountry may bein adifferent time zone, use adifferent language, have
different legd rules and may not have trained exparts avalladle. Conssquently, even asthe Interngt and
other new technologies have given us new dailitiesto find ariminas rematdy, our aailities can be
hindered if we cannot obtain the necessary legd cooperation from our counterpartsin other countries

The vagt mgority of Internet companies are good corporate dtizens and are interested in the
sdety of our dtizens Infact, sverd companies have been engaged in discussonswith law
enforcement regarding our concans. Despite these efforts, we have learned that we cannot take for
granted the nature of any Internet service provider=s services, its record-keeping practices, and its ahility
or willingness to cooperate with us. We have encountered ahandful of companiesinvolved in aiming
activity. In addition, even those companies that are not involved in crimind activities might not be able
to as3g us because of busness reasons or privacy concernsthat have resulted in them not kegping the
records thet will as3s in the investigation of aparticular crime.

Moreover, usars connect to the Internet from anywhere in the world over old-fashioned
telephone lines, wirdess phones, cable modems, and satdllite sysems. Each of these
telecommunications syslems has its own protocols for addressing and routing traffic, which meansthat
tracking dl the way back to the crimind a his or her computer will require agents to be fluent in each
technica language. Gathering this evidence from so many kinds of providersisavery different
propogtion from the days when we smply obtained an order for atdegohone company to tracea
thregtening call.

Legal Challenges

Deterring and punishing computer ariminals requires alegd sructure that will support detection
and successful prosecution of offenders. Y et the laws defining computer offenses, and the legd tools
needed to investigate criminas using the Internet, can lag behind technological and sodid changes,
creding legd chdlengesto law enforcement agendies.

We may be adleto correct some of thelegd chalenges we encounter through legidative action.
For example, the Computer Fraud and Abuse Act, 18 U.S.C. * 1030, arguably does not reech a
computer hacker who causes alarge amount of damage to anetwork of computersif no individud



computer sugtains over $5,000 worth of damage. The Department of Justice has encountered severd
ingancesin which intruders have gained unauthorized access to protected computers (Whether publidy
or privady owned) used in the provison of Acriticd infrastructure) systems and services B such asthose
that hogpitals use to gore sandtive information and to treet patients, and those thet the military usesto
defend the netion B but where proof of damage in excess of $5000 has not been reedily avallable.

The laws under which we are adle to identify the origin and dedination of tdlephone cdls and
computer messages aso need to bereviewed. For example, under current law we may have to obtain
court ordersin multiple jurisdictions to trace asngle communication. Obtaining court ordersin multiple
juridictions does not advance any reasonable privecy ssfeguard, yet it can be asubdantia impediment
to afest-paced investigation. Asthe Attorney Generd testified recently, it might be edremdy hdpfu,
for ingance, to provide nationwide effect for trgp and trace orders.

Anather concern focuses on the problem of online threets and serious harassment -- thet is
cybergaking. Current federd law does not address those Stuations where a cyberdaker uses
unwitting third parties to bombard a victim with messages, tranamits persond deta about aperson B
such asthe route by which the victines children walk to school B in order to place such person or his
family in feer of injury, or sendsan e-mail or other communications under someone dses name with the
intent to abuse, harass, or thregten that person. We bdieve federd law may need to be amended to
addressthis gap.

These arentt hypothetica changes thet we are proposing to address. Jugt ask the Cdifornia
woman who was avakened Sx timesin the middle of the night to find men knocking on her door
offering to rgpe her. She discovered thet aman whom she had told she was not romanticaly interested
in had posted persond advertisements on avariety of Internet services pretending to be her. Each
pasting, which contained her home address and telephone number, daimed thet she fantasized about
being rgped. We need to ensure thet laws againgt harassment dearly prohibit such horrific actions,
particularly Snce accessto the Internet means immediate access to awide audience

Whilewe bdieve changesin federd lav may be necessary to address these chdlenges we dso



want to emphasize that any such legidaion should be tailored to address the chdlenges we face and
should avoid unnecessary infringement on persond privacy.  We recognize the importance the public
atachesto individud privacy, and any legidation must be carefully balanced to avoid unnecessary
infringement on the privecy rights we hold deer in this country.

Resource Challenges

In addition to technical and legd challenges, we face Sgnificant resource chdlenges. Smply
dated, we need an adequate number of prosecutors and agents B a the federd, date and locd leve B
trained with the necessary kills and properly equipped to effectively fight dl types of cybercrime.

While Congress has been very supportive of the Department:=s cybercrime efforts, we need
additiona resources to ensure we are adequiately equipped to continue our bettle againgt cybercriminas.
The Presdent has requested $37 million in new money in FY 2001 to expand our g&ffing, training and
technologica capatlities to continue the fight againg computer crime. Together, these enhancements
will increese the Department=s 2001 funding base for computer crime to $1.38 million, 28 percent more
then in 2000.

Ladt, the Department of Jugtice would like to work with Congressto develop acomprehenave,
five-year plan B with FY 2001 as our basdine B to prevent cybercrime and, when it does occur, to
locate, identify, gpprehend and bring to justice those respongble for these types of crimes. On
February 16th, the Attorney Generd testified before Congress regarding a proposed a 10-paint plan to
identify the key areas we need to deveop for our cybercrime cgpability. The key points of thisplan she
touched upon indude

C Deveoping around-the-dock network of federd, sate and locd law enforcement

offiadswith expertisein, and responghility for, investigating and prosecuting
cybercrime.

C Deveoping and sharing expartise B personnd and eguipment B among federd, date

and locd law enforcement eagendies.

C Dramaticaly increesng our computer forensic cgpatilities, which are S0 essantid in

computer crimeinvestigations B both hacking cases and cases where computers are



used to fadilitete other crimes; induding drug trafficking, terrorism, and child
pornography.

C Reviewing whether we have adequate legd toolsto locate, identify, and prosecute
cybercriminds. In particular, we may need new and more robugt procedurd toolsto
dlow date authorities to more eesily gather evidence located outside ther jurisdictions.
We ds0 nead to explore whether we have adequate tools a the federd leve to
effectivdly invedigate cyberaime

C Because of the borderless nature of the Internet, we need to deve op effective
partnerships with other nations to encourage them to enact laws that adequatdly address
cybercrime and to provide assstance in cybercrime investigations. A bdanced
internationa drategy for combating cybercrime should be a the top of our nationd
Security agenda

C We nead to work in partnership with indudtry to address cybercrime and security. This
should not be atop-down goproach through excessve government regulation or
mandates. Rather, we need atrue partnership, where we can discuss chalenges and
develop efective solutions that do not pose athreat to individud privecy.

C And we need to teach our young people about the respongible use of the Internet. The
Department of Judtice and the Information Technology Assodation of Americahave
dready taken seps to do so through the deve opment of the Cyberditizen Partnership,
but more needs to be done.

EffortsAgaing Cybercrime

Depite the technicd, legd, and resource chalenges, the Department has made sridesin our
fight againgt cybercrime. We have and will continue to develop extensgve investigetory and prosecutoria
programs to counter cybercrime. Let me take afew momentsto details some of our effortsto date.

Ontheinvedigatory sde, we have the FBI=s Nationd Infrastructure Protection Center (NIPC)

and spedidized squads located in 16 fidd offices

On the prosecutorid 9de, we have trained atorneys, both in heedquarters and in the fidd, who



areexpatsinthelegd, techndlogicd, and practical chdlengesinvolved in investigating and prosecuting
cybercrime. The cornerdone of our prosecutor cybercrime program is the Computer Crime and
Intdlectua Property Section. CCIPS, which currently has 18 attorneys, was founded in 1991 asthe
Computer Crime Unit and was devated to Section satusin 1996. CCIPS works dosdly on computer
crime cases with Assgant United States Attorney's known as AComputer and Telecommunications
Coordinators) (CTC:s) in U.S. Attorneys: Offices around the country. Each CTC is given specid
training and eguipment, and sarves as the didrict=s expert in computer crime cases. Asareault of these
programs, the number of cases and prosecutions by the Department is growing & atremendous rate.
For example, in 1998, US Attorneys: Officesfiled 85 computer crime cases againgt 116 defendants.
This represents a 29% increase in the number of casesfiled and a 51% increase in the number of
defendants, compared to the previous year. During that same period of time, atotd of 62 cases againd
72 defendants were terminated, with 78% of those defendants being convicted.

At the sametime, our prasecutors are working with numerous other federd, sate, and locd
Invedtigators and prasecutors, providing asssance in any case involving computers and other high
technology, such as computer seerches and saizure. In sum, the Department and, in particular, its
investigators and prasecutors teke serioudy our respongbility to protect the natiorrs computers and the
Internet from computer crime.

In addition to the Department:s efforts, ather agendies induding the Customs Sarvice, the Secret
Savice, the Securities and Exchange Commission, and the U.S. Postd Sarvicess Ingpectors Generd,
have played ardein the invegtigation and prosecution of computer arimes
Infragtructure Protection

The Department isdso afull partner in ongoing efforts to assure our natiorks ariticd
infrastructures and to make them less vulnerable to the emerging risks of the information age

| mentioned before that we beieve srongly thet the private sector should takethelead in

protecting private computer networks, through more vigilant security efforts, information sharing, and,

where appropriate, cooperation with government agencies. Within thisframework, and apart from

prosecuting those who launch aimind attacks on our infrestructure (which is our critica reponghility),



the Department can miake important contributions. In the information sharing arena, we have continued
some of the groundwork sarted by the Presdent=s Commission on Criticd Infrastructure Protection by
more dosdy examining the issues that may impede robust haring of risk-rdaed information between
private sector entities, between governmenta entities, and between government and the private sector.

Asthe private sector protectsits networks, so mugt the government. Therefore, the
Depatment of Judiceiswaorking to ensure that its own networks are secure. Wearedso involved in
efforts, under the auspices of the Criticd Infrastructure Coordinating Group of the Nationd Security
Coundil, to hdp federd agendies expedite and Implify the process of performing Avulnerahility
assessments,§ in order to uncover hidden vulnerahilities of critical government systems before athersitry
to do thet for us.

FHndly, the Judice Depatment do isinvolved in efortsto ensure thet dl programs arisng out
of the federd government=s Ainfrastructure assurance] efforts are implemented in way entirdly respects
long-ganding protections for the privacy rights of individuals

Concdluson

On behdf of the Department of Judtice, | want to thank Congressfor dl the support it has given
to our efforts to combet cybercrimes. Advancements in technology indicate that our efforts are only just
beginning. Welook forward to working with Congress and the private sector to ensure thet we have a
robugt and effective long-term plan for combating cybercrime, protecting our natiors infrastructure,
safeguarding privacy, and ensuring that the Internet reeches its full potentia for expanding
communications, fadlitating commerce, and bringing countless other benefitsto our soaety.



